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	Department: Mathematics and Computer Science
[bookmark: Text14]Contact Name: Douglas Puharic	
Contact Phone: 2551	
Email Address: dpuharic@edinboro.edu
	

	|_|Revision of an Existing Course

Existing Course Prefix & Number:

Existing Course Title:

If changed:
    
    New Course Prefix & Number:
   
    New Course Title:
    
    New Title Abbreviation (20 character limit):


	Attach both existing and revised* versions and an updated Bibliography* If no old version exists please explain.

Revision of (check all that apply):

|_|Catalog Course Description	|_|Course Outline

|_| Prerequisite(s)	|_| Credit Hours	

|_| Course Objectives	|_| Assessment

|X|Bibliography (updated Bibliography required)
* PLEASE NOTE: A course outline and bibliography are not required for courses without specific content.

	|X|New Course

Course Prefix & Number: CSCI 419/Math 419

Course Title: Cryptography and Data Security

Title Abbreviation (20 character limit): Cryptography

Credit Hours: 3


	Attach Catalog Course Description, Course Outline, Course Objectives and Assessments, and Bibliography*

Does this course replace an existing course?
	
[bookmark: Check41]|X| No	|_| Yes
	
    If yes, specify course:


* PLEASE NOTE: Special topics courses must go through the curriculum process as a New Course



Grading Scheme
	|X|Standard Letter Grades	
	|_|S/U

Has this course been previously approved for distance education and/or ITV delivery or are you submitting this course at this time for distance education and/or ITV delivery?
|X| No	|_| Yes 

	If yes, please check the delivery method (check all that apply)
	|_|100% on-line web delivery	
	|_|80-99% on-line web delivery
	|_|ITV
[bookmark: Text18]1. 	Briefly explain the rationale for the course/revision including how it will improve the quality of the program: This is a new course that is being submitted for the Cybersecurity Track of the BS. Computer Science program and as an upper level elective for Mathematics.

2. 	Course is (check all that apply):
[bookmark: Check37]	|X| Requirement for major (Cybersecurity track)	
[bookmark: Check39]	|X| Elective for major (CSCI 419: all other CS tracks, Math419: Mathematics)
[bookmark: Check38][bookmark: Check40]	|_| Requirement for minor	
	|_| Designed for non‑major

3.	Is this course required in or does it affect degree programs in any other department(s)?
	|X| No	|_| Yes
If yes, list the department(s) and the degree program(s), and attach documentation of consultation with each department (e.g., e-mail from Department Chair):

4.	Does the course share subject matter with any other department(s)?
[bookmark: Check35][bookmark: Check36]	|X| No	|_|Yes
If yes, list department(s) and attach documentation of consultation with each department (e.g., e-mail from Department Chair):

5.	Do you currently have qualified faculty to teach the course?
		|_| No	|X| Yes 

6.	Anticipated frequency of offering (i.e., number of sections per semester, year, etc.):

	One section every other year.

7.	Method of instruction (e.g., lecture, seminar, lab, studio):
	
	lecture / lab component
 
8.	Prerequisites:
	CSCI 419 Prerequisite: C- or better Math 270 and CSCI 330
	Math 419 Prerequisite: C- or better Math 290 and CSCI 130 or DSCI 210

9.	Are there needs, equipment, new library holdings or other resources involving budgetary considerations?
		|X| No	|X| Yes 
		If yes, list specific needs and cost estimates: A new Network Administration lab is currently being developed.

	
10. Identify the Academic Level for the course.
	|_| Developmental/Remedial Course	050
	|_| Introductory/Foundation UG Course	110
	|_| Intermediate/Foundation UG Course         	120
	|_| Intermediate/Advanced UG Course	130
	|X| Advance UG Course	140
	|_| Introductory GR Course 	150
	|_| Intermediate GR Course (open to UG)	220
	|_| Advanced GR Course (open to GR)	230
These levels are based on PASSHE policy.  See UWCC Web page for definitions.
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Cryptography and Data Security

CSCI 419/Math 419									3 Credit Hours

Catalog Description:
[bookmark: _GoBack]This course provides students with knowledge of cryptography and its applications to information and security. Students will study various algorithms of cryptography and will create programs based on cryptographic algorithms. Topics will include ciphers, encryption standards, public-key cryptography, private-key cryptography, digital signatures, hash functions, and cryptanalysis. Note: Students may not receive credit for both Math 419 and CSCI 419. Prerequisites:  CSCI 419: C- or better in Math 270 and CSCI 330, Math 419: C- or better in Math 290 and CSCI 130 or DSCI 210.

Course Outline:
1. 	Introduction
A.	Encryption/Decryption 
B.	Plaintext/Ciphertext
C.	Asymmetric Key/Symmetric Key
D. 	Historical
	1.	Substitution Cipher
	2.	Shift Cipher
	3.	Affine Cipher
	4.	ROT-13
	5. 	Vigenere Cipher
	6.	Hill Cipher
	7.	Enigma Machine
E.	Mathematical background
	1.	Modular Arithmetic
	2. 	Fermat, Euler Theorems
	3.	Primitive roots, Discrete Log problem
	4.	Factoring Integers and Primality Testing
	5.	Elliptic Curves

II.	Ciphers
	A.	Symmetric Ciphers
		1.	Block Cipher
		2.	Stream Cipher
		3.	Feistel Network, DES
		4.	AES
		5.	Other Examples
	B.	Asymmetric Ciphers
		1.	Theoretical Concepts
	2.	RSA
	3.	Key Generations and Diffie-Hellman Key Exchange
	4.	ElGamal
	5. 	Other Examples

III.	Data Integrity and Authentication
0. Authentication Strength
		1. 	Sender Authentication
		2. 	Multifactor
		3.	One-time passwords
		4.	Cryptographic tokens and devices
		5	Other Techniques
	B.	Data Integrity and Information Storage Security
		1. 	Authentication codes
		2. 	Hash Functions and Hash Trees
		3. 	Digital Signatures
		4.	Disk and File Encryption
	C.	Passwords
		1.	Storage Techniques
		2. 	Attack Techniques

IV.	Cryptanalysis
A	Classical Attacks
0. 	Side-Channel Attacks
0. 	Private Key Attacks
0. 	Public Key Attacks
0. 	Solving Discrete Log Problem



Course Objectives and Assessments:

	Objective 
	Assessment
	Assessment Methods

	Math 419 and CSCI 419 both
	
	Any of the following assessment methods will be employed:
· homework 
· lab work
· group work
· presentations
· reports
· projects
· tests

	4. Describe the purpose of cryptography and list ways it is used in data communications.
	Students will discuss the importance of cryptography and some of the models that are employed.
	

	4. Describe the following terms: cipher, cryptanalysis, cryptographic  algorithm, and cryptology, and describe the two basic methods  (ciphers) for transforming plaintext in ciphertext.
	Students will provide standard definitions for terms and concepts related to cryptography and data security.
	

	4. Explain how public key infrastructure supports digital signing and encryption and discuss the limitations/vulnerabilities.
	Students will discuss the relationship between public key cryptography and digital singing and potential issues that may occur.
	

	4. Discuss the dangers of inventing one’s own cryptographic methods.
	Students will list and describe potential vulnerabilities related to the development and implementation of cryptographic methods.
	

	4. Describe which cryptographic protocols, tools and techniques are appropriate for a given situation.
	Given a list of possible situations, students will identify which protocols and tools are appropriate for the specific situation.
	

	4. Explain the concepts of authentication, authorization, access control, and data integrity.
	Students will provide standard definitions for terms and concepts related to the authentication and authorization process.
	

	4. Explain the various authentication techniques and their strengths  and weaknesses.
	Students will describe various authentication techniques that can be employed and the strengths and weaknesses of each technique.
	

	4. Explain the various possible attacks on passwords.
	Students will describe methods that can be used to compromise passwords.
	

	CSCI 419 only
	
	

	4. Compose and build cryptographic applications at an advanced level.
	Students will write advanced programs that implement cryptographic models.
	

	4. Theoretically analyze cryptographic applications at a basic level.
	Students will describe and analyze  the theory and mathematics involved with cryptographic models at a basic level.
	

	Math 419 only
	
	

	4. Compose and build cryptographic applications at a basic level.
	Students will write basic programs that implement cryptographic models.
	

	4. Theoretically analyze cryptographic applications at an advanced level.
	Students will describe and analyze the theory and mathematics involved with cryptographic models at an advanced level.
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